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Opening Remarks for
The 14th ASEAN-Japan Cybersecurity Policy Meeting 2021
By Prof. Ryozo Hayashi., Director of the Musashino Institute for
Global Affairs.

October 21 (Thursday), 2021, 11:45-JST

Thank you for the introduction.

Mr. Khamla SOUNNALAT, Director General of LaoCERT, Mr. Yoshikawa
Tetsushi, Deputy Director General of NISC, Japan, distinguished members
of delegation, ladies and gentlemen, it is my great pleasure to co-chair the
14th Japan ASEAN Cybersecurity Policy Meeting. I am especially happy to
see many friends despite the pandemic situation even through a screen as
well as last year.

As you know, COVID-19 has changed our society. The avoidance of
congestion, the idea of social distancing and many hygiene practices has
changed our individual way of life and many business practices.

Perhaps the most notable change is the increase of online activities.
Remote activities through networks provide additional opportunities to
attackers. This change happens when 10T, Al and DX accelerate their pace
of advancement, and when the number and seriousness of cyberattacks,
including sophisticated malware, the persistency of methods or the
suspected participation of many state actors keep increasing.

In this situation, it is needless to say that it is more important to maintain
and upgrade the international cooperation framework because the cyber
threats easily cross the national boarder and we would benefit greatly from
more frequent and closer communication.

The ASEAN-Japan cybersecurity policy meeting was established in 2009
and today is 14" meeting. The accumulation of knowledge we have built up,
the wide circle of cooperation, and the connections are extremely valuable.
We are confident that these will be great help to us in the future, including
addressing the challenges that appear in “new normal era”.



While we usually have 2 days of meeting if it is a physical event, this time
we will hold the 14th meeting for a one-day-meeting as well as last year.

First, Dr. Shinoda will present us with the recent landscape of
cybersecurity. I believe his talk will, as always, inform us through a vivid
illustration of the world situation.

Following the keynote session, we will have updated reports on ongoing
cybersecurity initiatives in each country and agency. For the updates on
initiatives in each country, we will share recent activities by the relevant
government authorities in charge of cybersecurity in each country. Given
the escalation of the cybersecurity situation, the intensive and extensive
exchanges of the country updates will be especially useful this year. For the
updates on international collaborative activities, we will hear reports on the
latest situation from the ASEAN secretariat and Japanese ministries.

Next, we will have an activity report from the working groups. For the
report on collaborative activities for the current fiscal year, we will hear
reports about the 10 collaborative activities that we implemented this year.

COVID-19 continuously has a great impact on the implementation of each
collaborative activity, as it did last year. However, | have heard that all
activities were satisfactorily carried out online this year, including
TableTop Exercise and CIIP workshop that could not be conducted last year.
Since all the WGs were able to be held online as well, I would like to
express my gratitude for that activities were steadily maintained without
stopping progress.

Then, we would like to ddecide our activities plan for the next year. In
terms of next year’s activities, this will basically involve continuing the
activities from the current year. To make sure that this Policy Meeting
remains a meaningful endeavor, I kindly ask for your proactive contribution
and participation.

Finally, I hope this meeting, as previous ones have done, contributes to
enhancing the level of cooperation towards a free, fair and secure
cyberspace in ASEAN and Japan. I am looking forward to sharing fruitful
session with you.

Thank you very much.






